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(57) Abstract: 

PROBLEM TO BE SOLVED: To obtain a radio 
communication device that can be controlled remotely. 

SOLUTION: When a user operates a personal computes 
15 and a portable telephone set 1 receives a control 
signal (refer to e in figure) transmitted from the 
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telephone set 1 conducts control in response to the 
control signal e.g. the invalidation of key operation or 
the stop of power supply in the portable telephone set 
1. If the personal computer 15 is present even in the 
case that the portable telephone set 1 is not present at 
home, the user operates the personal computer 15 to be 
able to control remotely the portable telephone set such 
as the invalidation of the key operations of the 
portable telephone set 1 or the stop of the power supply 
to the portable telephone set 1. 
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portable telephone device 1 is inputted, for example "0", 
"0", "0", "0" which is allocated as a remote control number, 
the PC 15 is caused to transmit a remote control recognition 
signal (see a in Fig. 1) in which the remote control number 
thereof is stored. When the remote control recognition signal 
transmitted from the PC 15 is received in the portable telephone 
device 1 via the communication network 16, the control circuit 
8 of the portable telephone device 1 advances to remote control 
processing and transmits an identification number request 
signal (see b in Fig. 1) . The control circuit 8 of the portable 
telephone device 1 then awaits reception of an identification 
number . 

[0023] 

When the identification number request signal 
transmitted from the portable telephone device 1 is received 
in the PC 15 via the communication network 16, the PC 15 displays 
an identification number input screen on a display. In so doing, 
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In Fig. 1, a personal computer (to be abbreviated to PC 
hereinafter) 15 has a communication function constituted by a 
modem, terminal adapter, or the like, and hence serves as the 
device having a wireless communication function of the present 
invention. The PC 15 and portable telephone device 1 are 
constituted so as to be capable of communication via a 
communication network 16. Note that here, the communication 
network 16 is a general item including not only a telephone 
communication network constituted by an ISDN public line, 
analog public line, or similar, but also an electronic mail 
communication network incorporating the Internet- Further, it 
is assumed that the portable telephone device 1 is switched on. 

[0022] 

First, when the PC 15 and portable telephone device 1 are 
in a state of communication, the user operates the PC 15, and 
when a predetermined operation for remote-controlling the 



the user is able to perform the next operation, i.e. inputting 
an identification number. 
[0024] 

Next, when the user inputs numerals allocated as an 
identification number, the PC 15 is caused to transmit an 
identification number recognition signal (see c in Fig. 1) in 
which the identification number is stored. When the 
identification number recognition signal transmitted from the 
PC 15 is received in the portable telephone device 1 via the 
communication network 16, the control circuit 8 of the portable 
telephone device 1 identifies the received identification 
number, and if the result of the identification is favorable 
(positive) , an authentication OK signal (see d in Fig. 1) is 
transmitted. The control circuit 8 of the portable telephone 
device 1 then awaits reception of a control signal. 
[0025] 

When the authentication OK signal transmitted from the 
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portable telephone device 1 is received in the PC 15 via the 
communication network 16, the PC 15 displays a control 
instruction input screen on the display. In so doing, the user 
is able to perform the next operation, i.e. inputting a control 
instruction . 

[0026] 

Here, "control instruction" specifically indicates an 
instruction to disable key operations, an instruction to cut 
power supply, an instruction to read voice information, an 
instruction to read memory dial information, and an instruction 
to read electronic mail information, and the user may select 
at will from among these instructions. 

[0027] 

First, a case in which the user selects an instruction 
to disable key operations as the control instruction will be 
described. When the user inputs the instruction to disable key 
operations as the control instruction, the PC 15 is caused to 
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transmit a key operation disabling signal as a control signal 
(see e in Fig. 1) . When the key operation disabling signal 
transmitted from the PC 15 is received in the portable telephone 
device 1 via the communication network 16, the control circuit 
8 of the portable telephone device 1 implements control in 
accordance with the control signal, in this case disabling 
subsequent processing relating to key operations in the 
portable telephone device 1, and then transmits a response 
signal (see £ in Fig. 1} . 
[0028] 

When the response signal transmitted from the portable 
telephone device 1 is received in the PC 15 via the communication 
network 16, the PC 15 displays the content of the response, in 
this case the fact that subsequent processing relating to key 
operations in the portable telephone device 1 has been disabled, 
on the display. In so doing, the user is able to recognize this 
fact . 
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[0029] 



Thus the portable telephone device 1 is constituted such 
that when a key operation disabling signal is received thereby, 
subsequent processing relating to key operations is not 
implemented even when a key operation is performed. In other 
words, by operating the PC 15 such that the PC 15 transmits a 
key operation disabling signal, the user is able to disable key 
operations in the portable telephone device 1. Note that in 
this case, prohibition of processing relating to key operations 
is not related to the starting and cutting of the power supply 
to the portable telephone device 1 which continues to be active. 



J When the user inputs an instruction to cut power supply 

as a control instruction, the PC 15 is caused to transmits a 
power supply cutting signal as a control signal (see e in Fig. 
1) . When the power supply cutting signal transmitted from the 
PC 15 is received in the portable telephone device 1 via the 



[0030] 




communication network 16, the control circuit 8 of the portable 
telephone device 1 implements control in accordance with the 
control signal, in this case cutting the supply of power to the 
portable telephone device 1, and transmits a response signal 
(see f in Fig. 1) . 
[0031] 

When the response signal transmitted from the portable 
telephone device 1 is received in the PC 15 via the communication 
network 16, the PC 15 displays the content of the response, in 
this case the fact that power supply to the portable telephone 
device 1 has been cut, on the display. - In so doing, the user 
is able to recognize this fact. 
[0032] 

Thus the portable telephone device 1 is constituted such 
that when a power supply cutting signal is received thereby, 
subsequent power supply is cut. In other words, by operating 
the PC 15 such that the PC 15 transmits a power supply cutting 
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signal , the user can cut the power supply to the portable 
telephone device 1. 
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FIG. 1 

16 COMMUNICATION NETWORK 
A*' IN COMMUNICATION 
f\: INPUT REMOTE CONTROL NUMBER 

a REMOTE CONTROL RECOGNITION SIGNAL 

a REMOTE CONTROL RECOGNITION SIGNAL 

b IDENTIFICATION NUMBER REQUEST SIGNAL 

b IDENTIFICATION NUMBER REQUEST SIGNAL 

INPUT IDENTIFICATION NUMBER 

c IDENTIFICATION NUMBER RECOGNITION SIGNAL 

c IDENTIFICATION NUMBER RECOGNITION SIGNAL 

d AUTHENTICATION OK SIGNAL 

d AUTHENTICATION OK SIGNAL 

C- INPUT CONTROL INSTRUCTION 

e CONTROL SIGNAL {KEY OPERATION DISABLING SIGNAL, POWER 

SUPPLY CUTTING SIGNAL 

e CONTROL SIGNAL {KEY OPERATION DISABLING SIGNAL, POWER 
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SUPPLY CUTTING SIGNAL 

CONTROL { DISABLE KEY OPERATIONS, CUT POWER SUPPLY 
f RESPONSE SIGNAL 

f RESPONSE SIGNAL 

1 WIRELESS COMMUNICATION DEVICE 

15 DEVICE HAVING WIRELESS COMMUNICATION FUNCTION 
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(57) Abstract: 



PURPOSE: To secure the confidentiality of a secret key 
by devising the verification equipment such that 
decoding of the secret key by an intercept party is more 
difficult. 

CONSTITUTION: A base key storage section 11a and a 
mobile key storage section 31a store plural kinds of 
secret keys corresponding to plural kinds of key indices 
for each mobile terminal equipment station. An 
arithmetic unit 11d calculates an inner produce between 
a secret key and a random number string to obtain a 1st 
authenticator, a comparator 11g compares the 1st 
authenticator with a 2nd authenticator to provide a 
prescribed enable signal, a base communication section 
12 sends a random number string and a key index and 
receives the 2nd authenticator. A mobile communication 
section 23 receives the random number string and the key 
index and sends the 2nd authenticator and the arithmetic 
unit 31 d extracts the secret key corresponding to the 
key index received from the base communication section 
12 from the mobile key storage section and calculates an 
inner product between the secret key and the received 
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m 4 tea? 8 - imm $ n s«fifti«©*£-m^ 4 
tts*^2 1 i (cm i,~cmmm<mAi'<rv *x 1 k 

i ( I K 1 i . I K 2 i • • • I Km i ) tWmm<D 
WmMK s i (K 1 i , K 2 i • • • Km i ) t&tt& 

[0036] fMSUSPl SVZm-?-*^-* 1 1 a*>e>-£ 
©H-f>-r f £X I K i (CSshCT •SSSBaK s i £1X9 
EHT„ Sl$£fe£$lgl lbtt, 02K:^LfcfWWl 3 
#>6©Ji<%iCj£;t;T. i-f>f-;WIK i £09*.«B 
ft • Bf^ijfc «fc rSEf fc-3" SSUBSU R i ^ft^T 5 . * 

MS i = 2K s i j x r i j 
&*5, j «l*>6.n$-C^-fkS1*4. 

[0 04 0] 1 e BvSJftlgg 1 1 dT»6 

n?crt«^jMS 1 i CCO(,>T. »«ilKs i 

S i =TK i (MS i ) 
CCT, TKi (MSi) SMSiOrt. m~e&bhin 

fc>%, S i ©fc*»; hg^rN siU MS i ©fcf? hg£ 
Nmiti. C©4*. NmBNsiDWtil K 

[0 04 2] 5 &C5gsEf-©9«££&©— 

T. 15 (a) CCrtS^UMS i©W&7KU M5 (b) 
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* 5. tIlI?ffe£SB2 2 a~2 2 nB. MfcftS©*&^ 
Ks i©t$i©&-f yfyfX I K i K^ffcT^ffiitK 
s i 4SflbfcSL»?'JR i 4©rt«**»l,T«e>nfc 
JS2 ©BIFFM S 2 i &*gi££lftA 1 0 {C£tJ;frT£>. 
[0032] ftlj»2 4 a~2 4 nB, &tttt£A2 1 
a~2 1 n tifctC ^SbiHI^ 3 a 
~ 2 3 n Re>'fSIE?^£SB 2 2 a - 2 2 n 0$3biH&l& 
ft?. 

[0033] jteSSii^ 1 0 KRtt 6tlfcg;RS 

K^ffll 1, RC0£lttill*»2 1 {C&we>*lfcS8tR^ 
£SB2 3<0**Wft:«lRWCoi»-Ci»wr5. 03 BUJfc 
W 1 <D%&mffi& 1 1 ©*t n y £ HT £> £ „ 
E3B1 1 Blf-$^^ 11a, £L£&£igEl 1 
b , tttftSSE 11c, 3BtggS lid, m^S^g 1 1 
e, A^fegl 1 f . mm&l U. §*©S§g£ifjfl 
»T*Mfflll3»l lh«K5. 
[0034] fl-f-^-X 1 1 aBilffoJ^^ttS 
^M21a-2 1 i ~2 1 n»(Cl©&SS©%&fg&K s 
i (Ksil, Ks i 2 • • • , Ksin) ii-f>f 
^^IKi ( s = I K i . IKittl JW±m-C* 

a^^S^^L-, lJSLtn ntt^TCDM 
*^-T. s B 1 feLLmT-£>-5©-C, a^t®ffl©fi:«^K 

s i iz&nwi^mmtcmmwsM. s n » 

[0035] tfeb^. SSfSti. (1)S©J:5 
• • • ( 1 ) 

»; [0 03 7] tti^J^g 1 1 c B, SUK^^S 1 lbT 



30 



zmmmi 1 s^eai^i§tifc3fs©i¥w^#YN«; 

[0 03 8] Il^ll 1 dBSf-i^-^ 1 1 aft 
ttttSftfcttWBK s i 4, SL^C^i^g 1 1 b THS. 

i,iLfflmRi totem*** m»uxftm&tMs 1 i 

[0 0 3 9] Tfcfofc. «3tt?*fi. (2)S;©<t5 
■ • - (2) 

40*«m«rfft^ IlOffiEfS 1 i T^cfct, 
^■C^-ri, (3) SftDiSfC&S. 
[0 04 1 ] 

• • • (3) 

(c^K i 4IS1E?S i <t^*]'JC&#Wfc7 : --^JU8 0 £^ 
r. CCTtt, ©*©fc2s?>«:rtai5»JMS i * 1 6 tr» 
h, ISIE?S i ?:8 fcfs» h if*. 05(a) Kfc^ 
r, l^a^"J7 0B16t?hil/. «7 1 B3SI©4 t 

[0043] 15 (b ) icirr? f— ^;W8 0~CB, H*i 

50 ro 0 0 0 j ts>£*§-&k:b, ^i#a (±fii fcff 



C5) 

7 

h ) *>^» 8 tf ^ r l 0 1 1 1 1 1 0 J #®SE?- 

s i tfc*. ro oo i j r&st&^tett, nz# 

@#>6 8 t » F $ "CO r 0 1 1 1 1 1 0 0 J *SSSE^-S 

1 4&S. 

[0 044] &te, HH^S i <D®5£%mt IT, UIB 

4 \±mcft&mo>TtiL ltfvvfr zmizmtRir s <t b tz. 
a<tL.;c»2«D^^-s2 i*a»«. it*®£gi i g 

1 e*>5fcH#SftfcBIE?S 1 it. A 
#ggl 1 f sfrfcfltfjSfifcBK-^S 2 i 4*Jfc«l, 10 

^Slii. A2J£!S1 1 f *&lH#$ftfcBfffS2 

[00451 06 tt&ifcM 1 <DBff34%£&52 2 a©i 
fig^P ? £iaT*£>&„ fgSH^fe£SR2 2b, 22c- • 

2 2 nttli-rnklS]— «Sc-C*&CDt?. C CTiiKSE-?- 
2££SB2 2 a©«BE*3ill|-r4. 

[0046] $mrHZ£B2 2 a A#gEg3 1 f , 
m&$£W3 1 d, 3 1 a. »MSSIg3 20 

i e. Rumjjmm3 1 c . m&@B3 1 h©#sp*>6 

[0047] xtimm3 1 f ttsffliifias 1 2 tcc^r 
xMbfcassm 1 %%»2>c mmm.3 1 a ««ne 

(2) &im^-CWSB&K s i 4«6l,fcft»aiR 1 4 

©rt»4*aaH/ri*3apiMs 2 1 *^«>-5»„ 

[0048 ] 1 aBlaseUr- 

-r&*?*>. tmmr-~7;u3 1 Aitmws^mz 1 

S<c«Kasoe«fl|K s i 488HBK0&a*K s i 30 
©&-*£Ji3£-f SS^-??** I K i (s = IKi, 

C ©$®&^- 3 1 a «H?iaS 4 CC^T J; 5 

m&oM&mK s i 4ss^>f r 9 fxiKi tztmo 

[0 049] €UnjI£»3 1 e fctigJMUE 3 1 d T^Sb 

SB (3) SORHtftftftgietTC*. iSSE^MS 2 1 £3? 

[0 050 ] ffi^g3 1 cfct&i!iffigH3 1 e fc>i=>ffl 40 
tfZtxtcMW.-TMS 2 1 £—;£©&:£> b^JWCifitllT 

meu i o Kta^-rs. n 7 cc»tw 1 ©^sia 
&sisawsi otctei^r. zm&gm&i 1 b#§u&R 

i i-XIKi ££fe£l (X^y^l 0 

1 ) . SU&7UR i 4g|-(>7 I y *X I K i 4*W^K 

1 1 crsfje©tti*u-c^*-c«MDra. fir, gift 

iHtSSl 2*JSL^JR i 4«-f>fS** IKii4§ 

mmi&m 2 1 a-2 1 n ccshtj-s u^- ^10 so 
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2) . 

[0 0.5 1 J »«WS5KJB2 l*»e.aM5Snt<4 
m2©SfE-7-S 2 i Z&is-rZ (Xf^l03). fc 
*5. ^tm^M2 1 Tf#£>;ft5j?l2©tgfiHHC-3l,vc 

«, ^tt^*^ 2 1 <otmy D-^-t»-h -cgft^^rs. 

[0 05 2] ££.{t t ^W^-^-Xl 1 a#>Sa 
ft, it-Ox* XX I K i «C*ft£T5*fca«K s i 

offit Ufj^i 04) . fir, (2)S»st»r 

tWJR i 4K»ja0fc8«iK s i 4©fWJMS 2 

1 (xt^'105). st*. ftmmnou 
»co^r««T5. 

[005 3] S 6K, S&tifcflSEWMS 1 i K:»,>T 

(3) ^Cctsam^a* ; ff^c4K c fc»D^i©isiiE^ 

5 1 i £3<:sb£ Uf57'106), -/7'10 3r 

6 r 3?«> & ti7c^ 1 omm* t (Dttmztf *) . 
[0054] j^tbS*S2 1 ASfteSSifi® 1 0 ICjEMlC 

2 l©M2©SiIE^ 1 4. X^7'l 0 6T'33S&?>n/ci0 

i©ssE^4*5-gc-rs^s^*WJ-r5. ccr, ^ 

1 ©BBE^ i m 2 ©ISSE-f - 4 *5-g:^ ZmSic «, 
*^7-T5„ f 5r%t,^K(i, Xf-^l 0 Hc^ 

[0055] rt£t>B^ mMm*>2i2 imicmwtmmcD 
mmmK s i ^wts 4 4 4>«cs^®®©^iik s i 
o^-rtifr^m-o?*? zxiKi fctofg^rta© 
r-, &w>ffi%mm(cm&m& 1 -^©fi^ct •? *>a^« 

[00 5 6] S8K^Si)S^©»a7P-f-i'-h ; S: 

^•r. *-r, &^itia*^2 1 a~2 1 n-ctt, tmm 

tmi Ofrh&mZtitcMJyfvfX I K i 4SLife?iJ 
R i ©Sfs^o (^r^l 11). fir, A^)^ 
W.3 1 f ^Sl-^^f I K i 4§ISS3«JR i SrgfiT 
64, Sl*$^g3 1 dlia-f>f7J'^ I K i KfctJ&T 
SIJf^glK i *mS8k7—-7Jl3 1 a*^m«3tB-r (X 
f»7'l 12). 

[0057] ?im^S3 1 dtt, ^f»;7'l 1 

1 rSWfcSUKJUR iWf^'ll 2T3(!DmifcliJ 

«Sl*i*»6 (2) S^ffl^rrta&i»ir, ^S?>JM 

S2 i S:**5 Uf^'l 13). 
[0058] 9»n%eS3 lel«f?7 - 113 

■c*a&6ti*:fW«Ms 2 i tcmi-a&mmm&ifj c 

tlCJ:K)m2 0mm?S2 Uf^'l 1 

4) . ^f-^l 1 4Vmit>t>titc%2<DmET-Zmti£. 

w&mi oic&m-tz i6)„ 

[0059] ^tc, BtfiertWiS^SR^^S©** 
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r 1 J fcftAU l^lffl^JMS itcrij =5:ftAT£ (* 
fy^l2 1) . 

[0060] rtaawsfTS. ccm 

K s i © j #g© t* ?KKsi j) tSJBffl r i © j 
fgOtf b ( r i j ) iOrtJg&qtaiErtSIJiJMS i & 
fta?Lfcfc©=£l*3SF>JMS i iUTttAlT* (Xf^' 

12 2). -eur. g»u ©«t*i^^-Y>i";y>h 
-rs (x-?- 5.yi 2 3). 

[0 06 1 ] ^(C. j ©ffi^^TS©^ ( n + 1 ) £ 

si* j cn+ 1 ) zmz.tcw&wmmmm 

[0 0 62] 01 OSCgQS0ll©&®a7ia-^ + -~b 

0 1 0 «s(,>T. aEKKB«4»ttf— 
1 a^SSfHiK s i *W.*)BiT (XT-vy'l 25). 

©moffloffisfcsssiK s i ©ffitcfcDsts-rs 

26) . TSt, fiES©firS©MlE^S i *SfX 
DttSSn-5 (XT-yVl 2 7) . 

[0 0631 11 1 KL$mW 2 ©»l?n -?•+■- b 
©<t-T5„ Se«13 1 d#»Wlf-^*3 1 a#>e> 

vsmmKs i*R?>wr (^-r^^i 25) . -^r, 
uxmn. i i^K s i tfthfammus i 

JC. C©HK i tcS-TJSrtHEWMS i ©Sfcg&afcff 5 
(X-f f 7' 12 8). 

[0064] f^to% > ^vV'l 1 4-Cf»f.nfcrt 

IS. i^^Ti^Kl, «#s TO 0 0 J 
SkKH?©-?-* TA1, A 2 • • • Anj ^gfS©? 1 
TAn, A 1 . A 2 • • • A„.i J ©J^KSfcgT 

ro i oj •cjbzm&icnaMo'f-i' 

TA3. A 1 • • • Anj £lsg&©-r-£ r A 1 , A 
3. A 2 • • - Anj ©J:5K|gatrS. 

[0 06 5] C©J:5&Rg*k31^f 5Cit, fgffiflt 
©«ffitt#G3$-e*S. 

<HE*S«3 *^©H^d3tcot,^-r^-r 

[0 066] HI 3{c|ISg0!|3©&a!ig-7tt-^r-b 

f 7 7'125) . 2tfC. 012 fc^-T <fc 5 iC^fctto-* 
ftS^JMS i ©iKgMa£?T5 (Xf^-12 8), 



(6) tHf7-2 26732 

10 

[0 06 7] -f 7f 5^1 14-C^nfc^ 

swims i com.*) mvtiL&zm&mK s i *>6sa>rix 

OUT (Xf^l 29) „ 

[0 06 8 ] C©i§-£Ktt, ^g^ffiitftHiMai^tf 

5 c <t-c $ h jc . fBSftPftsg b k < < » *> . mmm<o 
<mmm4 >-xml. *^bj©^»J4 k-^tbshit 

10 MkM4r«. tt*BIE»4 4{c4st>T» SlifcfS 

ssssi i b ttujiagi i d tomcmmmmwi 1 

j j£**3SBW 1 (c*f LTS£c£. 0 1 4 Kfcn 

luteal i i j «, if-^<-x i i a*6i 
m-r^mnwmz 1 ? * i k i 

tcfcfJ&raSHMlK s i^^SHl/t, ^ffiHK s i £ 
£Lifc2££iggl 1 b*»6H0j;Sixfcft»3»flR i iOgpffii 

[ 0 0 6 9 ] 0 1 5 tc5lSt0!l4 ©BH^^»©«lR^ 
Oj^KSr. HJSW4-C«, ^fE J H^BP5 4K*5 
20 ivr, a^*SS3 1 f £iSJmg3 l d£©p B ?fcmr^a 
^S3 1 j &1i*.Sj£tf9g|fcffl 1 K*fOT»fc4. 0 1 

5tcfc^T. fr*aa^g3 1 j «, mm&m?--7)\> 

3 1 a*»6©fM5*iAA§«3 1 f 2p6©SUS6*JR i 
[007 0] t©«fc5ftiiu*!iSSSBl 1 j , 3 1 j £JE 

ffiWA£®K:«tor. -e©rtS?r^#f-r6c:£tt<tDffl» 

30 [ 0 0 7 1 ] 0 1 6 tC^Sfe^l 4 ©MI«itfe^©Ma7 a 
- 9 1 + - h C © <£ 5 K«(KS n/cHMP'J 4 tcte 

0K*5t»T. SLS^^Sl 1 b3WIL»R i t«-f>f 
•ji'XIKi ftS^L Uf 3 7-401). SL^'JR i 
tg-f>f^XI K i £*HWJIS11 1 c-r-g?^©W 

yiJR i i^W>f : ^*^ I K i tZ&&9hi%3mz 1 a 
~2 1 ntCjUffrS 0 2). 

[007 2] femmiM 2 1 *>6^l{f §ht < 5. 

40 HffiiF-saeri uf^4 0 3i . 

mz inn ^n^saE^cc-o^-cB. mhmxMz 1© 

[0 07 3] ffiif-3"<-^ 1 1 a#>6%B 

siks i %3i<rr-<t^»«*^2 lfcMxs-rs^sg 

UK s i ^IXOtB-r Ufv^404) . ^LT, C© 

SLSs^RDfa-r >f ; y detest urwMa<t brsfffiw 

[0 07 4] 01 ivm^mvu-^-^- b^TjkTo 0 

i 7{cfct>-c. w^asisi l j «ait)U}o&iesMiK 

50 s i iSLJSaiR i <b©Sfffe«l&a?0**«)-5 (XT? 7 
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4 2 0) . *LT. iHSiiai 1 d*«Sl»R i 48&£ 

Ks i t<Drta*a»urrtajuMs i u?- 

^406). 

[0075] $ P>tC. »&*lfc|*38BMeaSl,>T . B£9 
Ml 1 e#&H&«^*£W*»di&3£*T5C£K: 

Bl 1 g#m^l0 3TS«Lfcl£»j85|tB2 1 
©If! 2 ©S!IiE7-4 X -r » 7" 4 0 7 r*ii>6tlfc^ 1 ©H 

[0076]-eir, 2 1 #*Mft£ttA 1 o io 

4 0 9) . T&bfc. ^9^4 0 3rafBUfc*lM» 
35)f2 1©I&SE74. Xxi;7'4 0 7-C«a&6nfcSlSE 

-?-4fil2©lgIE74*5-gc-r-2>*i£tt«, $affi^i^7-r 

[0077] coi^ssaKtsutB. BM&a&cfB 

< * *. h i 8 K»wt^mo>«kmy p- + - h 

■r. **\ %»m&mz u-21 nr». ai^ata 20 

m 0fr£S&t$ftfcgi-f>r ? i-^IKi 4SlgSg'iJR 

1 ©SI^^o (Xf'^4 11). ^-L-r, A^^g 

3 1 f &mj>T? Ki tmmm i *«ers 
4, s^sis3 1 dum-f^r? wiKi festers 

$3£ftK i *Bl«3 ttJ-T (Xf * 7*4 1 2 ) . 
[0 078] 5 fS&aSa 3 1 j tfSBJ&ffli LT 
SHfeWBBin&SfcfToftiBK: Uf?^4 13), vlt 
»SIB3 1 dtt. 7.Tv7A 1 1 T*ttfcSUKWR i 4 

"C. ftBJU**** 14). 30 

[ 0 0 7 9 ] * , mmmS: 3 1 e HWX&t L-T 

2 ©isiet- 4 t, r mmwmm 1 0 fc^nt-r -5 (xt?? 

4 16). 

£.019 K&ftffll 5 ©J£^HIE3I34 5 ©flfcfcrna » £ 
0£5rf. 3B(SW5tr». «BRSB5ai4 5 K*^r. ft 

te«4(c*fbT^-5. 01 9«cfe^-c, gafenai i 

1 a&6®&ttfc££»ft!& 0O*.tf£B&S. SftfeW 
[0080)MjLtf, 02 1K5VT JzMcm<ty?v 5 

ro o j r*£iS#tU3:&fifr©ft tk 1 , k 2 , 

K3 • • • Knj ?rSgm©ft TKn, K 1 , K2 • • 
• K„.,J Ccgaf£. 

[0 0 8 1 ] &TOI4{;J:, B»©*fc£7— 7** 

#KLTit©i&f^T 5 &©-?&&. c©«masfcfg 50 
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g^ttll©— 

[008 2] 02 0 IcmffiM 5 ©BE^*£B©«(K:/ 

l»t, «-f>5 s 7i'**B«W*B»*B3 1 k£«7t 
S**^6fe^4K:*tUrM^5>. 02OK*J^ 
mm 3 1 k», 111 9 tt^-f^&HH 1 1 k 4|5]-fltf& 
-C$>9. BBBBOB -f^ -5 s ?**iKiK:j: 9 |B»« 
SrBSWaa. WitttH2 lfcwTJ:53feWW831«f 

[008 3] £©<£*> Kc^KB Ilk, 31k SrfflC* 

*^K«tSB©KB«aB«:J:->r. ^©rtS&SWff £ 

3C4#-c£-5. 

[oo84]i22 icmmmz<DW^wm<j>^mp a 

h C © «fc 5 (CBSES JrfciSBW 5 fcfc 

w4B«sJS»©«ji*BiHrs. *r. mmmmmi 

OfCte^T. £LB»£BB1 1 bfli&BR i il-f>f 
^^IKi (^7- 7 7-501), SLB0UR i 

id^fyJXI K i ££ffl7liSBl 1 cT-BlT€©ffl 

*u^it«(tf5. ^ut, subbs; i 2 *sa» 
?ijr i tmjyfv ?z i k i t^^smwmi 1 a 
~2 1 ntcanrr 5 (^^-^7-5 02). 
[oo85] iKic, mmam 2 1 *^sntsnr< s 
©.aE^-^ff-r-?. Uf»7'5 0 3) . ^ma^-^^ 

— X 1 1 a#>6%t!®£iK s i ^amT^srj&SBsi^ii 2 

i tttt&TzmmmzmKi »t (xf^5 04). ^e- 

Lr, flStl 1 k«-{>f7?X I K i fciDSI 

©9afe*frc» (xfi-7-5 0 5) , mmmmmi 1 j *5 

5 0 6). 

[0086] s e>oc i i d*jaj0UR i tm 

mMKs i 4©F*38!^?SI®T6 (^f^'5 07) . f# 

^n/crta^J^tt^-c, ^a^s-^*st,^i»ttjjeffli4 

ft 5 C: 4 tC«fc 9 S^^^i&S (Xf?'75 08) . 
[ 0 0 8 7 ] LT, gmbtc&WM3im2 1 ©^H^ 

(xtj?50B). 2 1 tfummmm 1 o 

5 i o) . rat>%. a«ofc#tti»5B»2 i©isn^ 

4, ^fs 7"5 0 8 -c#s> e>n/ciSU^4*5— gcf 
0 1 KB*. 

[ 0 0 8 8 ] m 2 3 Kg»S*^©jial7 h 
5r^T. ST, &^»S5fUf 2 1 a~2 1 nttt, 
aifi^l OfrfcSHSSftfcB-f I K i 4i§L^ 

FIR i ©^m^^F-5 (X-f 7 7-5 11). ^ IT, 
«B3 1 f tmi I K i 4SL^!?iJR i *Sfl 

Tst, -«g;^a3 1 Attm-f^f*** i k i icmfc 



(8) 

13 

tzmsmK i *mDffi-r 12). 

[008 9] •?■ L"C, ^«S£g§3 1 k*Si-/>f^^ 

iKiict vmog&ttr i> (xf-s ^5 1 3 ) , mm 

ft>? (X-f 7^5 14). <*6(-C. 1 d«. 

1 i-e^wfca^ijR i i^^i*>p>i^s 

=&?H$ftLT. rt«?iJS:3?£> Uf^ - 5 15) . ft&a 

«fot ut 77-5 16). msttzmmrz ex? 

7 7*5 17). 

<**fe^6>^fC 1 #§m<D^1MW6 K-o^X&fflt 10 

5. 124 icmmm 6 ©s-^esij©^ ^ o ? t> m z 
J*?, mmmev^ ^igfEgi54 6Kfctir. mmm 

^ivfc 13. i-f>f-; ^x 1 k i comtmkm 

M<0^&ftmt*MfctfW?c£$k7 : --Z'<-xl lm£ 
i2 4Kfel^ Sif-M-^ 1 lmtt. 

[0 09 0 ] m-{>"f? ro 0 0 J tNfc 20 

^■g^iC«f)&ffi^g 1 1 jM«lggl 1 eT-ff 

s^gssiL-c. r^iiwj ifim^f-^^-x 1 1 

[009 1 )126 Ksf&fe1?«6 CD^SIT^^gp©^^ 
n-^l^t. ^fe^l6-e{i, ^SE^*SI55 6 4C*s 
t>T. I2 4K:it?c^r-*'<-Xl ImilSMf 

[0 09 2] COi^&aft-r-^-X 1 1 m. 3 1 
m^ffll^^-c, ^©^ft^JISrjS:!^-^. jiff 

^(omm&zmu-rzctftvzz,. 02 iicmmm 30 

6 O^Sil 0*17 n - ^ t - h IriSt . C©£5 

-rs. mmm&m \ oftfctvr. su&^sigi 

1 b^SLtfcR i >f 9 * X I K i%H"feL- (Xf 

•^60 1) , SLiS^JR i ii-f>f»^X IKii* 

[ 0 0 9 3 ] ^ ur . mmmm& 1 2 m»s>iR i tm 

-Or??* I K i t^^Wsf^^mZ 1 a~2 1 nK 
^UTT*. (X? •?7 , 602)„ i£S&SS:*^2 1 *> 

*E>£fi;?*lT< iBBI^-SSfirS (Xr-^6 0 40 

3) . f^il^-^-x 1 1 afrfcSM-r^t^S&SiS 
"*Jm2 1 KiflDtSWS^ltD HJT (Xf 7 7*6 0 

4) . fc-f "/f5 $'XfCfc"5H2 5(C^-ri-»T4T.*>©^ 
ft. «Ulfim«l«9BRt (Xf^'60 5) . Hfctt 

Lrffr^Si brnsfliMS^tf 5 (x-?- » 76 0 
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[Embodiments] 

Embodiments of the communication terminal authentication 
device of the present invention will now be described. Fig. 
2 is a block diagram of a first embodiment of the communication 
terminal authentication device of the present invention. 
(First Embodiment) 

As shown in Fig. 2, the communication terminal 

-L-i j_j 4- j ^ ^ -; ^^v^rn-t-T-i-n-i-o^i Kxt = ui rolocc qp Qt^f i nn 

dULiieilLXUdLlUil vacVj_OC= -LO wi J. ^ i_ -i. luuuu ^ «. _•_ ^_ w _ ~ — — 

10 and a plurality of mobile terminal stations 21, wherein 
wireless communication is performed between the wireless base 
station 10 and each mobile terminal station 21 (21a to 21n) . 
[0027] 

The wireless base station 10 comprises a terminal 
authentication portion 11, a base communication portion 12, and 
a control portion 13. Each mobile terminal station 21 (21a to 
21n) comprises an authenticator generating portion 22 (22a to 
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22n) , a mobile communication portion 23 (23a to 23n) , and a 
control portion 24 (24a to 24n) . 
[0028] 

In the wireless base station 10, the terminal 
authentication portion 11 stores in a key database 11a a 
plurality of types of secret keys Ksi (Ksil, Ksi2..., Ksin, where 
s is m equal to or greater than 1) and corresponding key indices 
IKi (s = IKi, IKi is m equal to or greater than 1) for each mobile 
terminal station 21 (21a to 21n) with which a communication 
connection is possible. The terminal authentication portion 
11 also generates random number sequences Ri (ril, ri2..., rin) 
(each element having a predetermined bit width) and outputs 
these sequences to the mobile terminal stations 21 (21a to 21n) . 

[0029] 

The wireless base station 10 compares a first 
authenticator MSli obtained by calculating the inner product 
of the secret keys Ksi (Ksil, Ksi2..., Ksin) specified by the key 



indices IKi and the outputted random number sequences Ri (ril, 
ri2..., rin) with a second authenticator received from the mobile 
terminal station 21, and outputs a communication enabling 
signal or a communication denial signal. 
[0030] 

The base communication portion 12 transmits the random 
number sequence Ri and key index IKi and receives the second 
authenticator MS2i. The control portion 13 controls the entire 

t . t A va! /2s o o V-\ o o" ok e> +- *l- n /-> 1 H ^ /-I 3 1 on rTinfrnl c r\-no rafi r>nq r> ~f 

VV_l_-L_V^_t_V_k_>L_> t_J V L W J. A A A V-4._l_i-^>-/ w W 4. A < l_ -W _1_ W £»» A. M t — w .* * «-» w — <— ~ 

terminal authentication portion 11 and base communication 
portion 12. 

[0031] 

Note that the random number sequence Ri and secret key 
are each 512 bit code sequences with an element length of 8 bits. 
In the mobile terminal stations 21a to 21n f the mobile 
communication portions 23a to 23n receive the random number 
sequence Ri and key index IKi respectively , and transmit the 



second authenticator MS2i. The authenticator generating 
portions 22a to 22n output the second authenticator MS2i, which 
is obtained by calculating the inner product of the secret key 
Ksi from among the plurality of types of secret keys Ksi which 
corresponds to the key index IKi and the received random number 
sequence Ri, to the wireless base station 10. 
[0032] 

The control portions 24a to 24n control the entirety of 
the mobile terminal stations 21a to 21n and perform movement 
control of the mobile communication portions 23a to 23n and 
authenticator generating portions 22a to 22n. 

[0033] 

Next, the specific constitution of the terminal 
authentication portion 11 provided in the wireless base station 
10 and the authenticator generating portion 23 provided in the 
mobile terminal station 21 will be described. Fig. 3 is a block 
diagram of the terminal authentication portion 11 of the first 

4 



embodiment. The terminal authentication portion 11 comprises 
the key database 11a, a random number generating device lib, 
an output device 11c, a calculating device lid, a post- 
processing device lie, an input device llf , a comparing device 
llg, and a control circuit llh for controlling each of these 
devices. 

[0034] 

The key database 11a stores the plurality of types of 
secret keys Ksi (Ksil, Ksi2..., Ksin) and corresponding key 
indices IKi (s = IKi, IKi is m equal to or greater than 1) for 
each mobile terminal station 21a to 21i to 21n with which a 
communication connection is possible. Here, i indicates an 
arbitrary mobile terminal number, and is n equal to or greater 
than 1 . n indicates the total number of terminals . s is m equal 
to or greater than 1, and thus m types of secret keys Ksi are 
prepared for each mobile terminal station. 
[0035] 



r 



If this is expressed as a mathematical expression, the 
following expression (1) is obtained, 
s = IKi (1) 

Fig. 4 shows the relationship between the plurality of 
types of secret keys and key indices stored in the key database. 
As shown in Fig. 4, a plurality of types of key indices IKi (IKli, 
IK2i..., IKmi) corresponds to a plurality of types of secret keys 
Ksi (Kli, K2i..., Kmi) in respect of the mobile terminal station 
21i. 

[0036] 

The control portion 13 extracts from the key database 
11a the secret key Ksi which corresponds to the key index IKi. 
In accordance with an instruction from the control portion 13 
shown in Fig. 2, the random number generating device lib 
generates the random number sequence Ri which changes according 
to the key index IKi and the date and time, for example. 
[0037] 



The output device 11c amplifies the random number 
sequence Ri generated by the random number generating device 
lib, the key index IKi, and a predetermined enabling signal YN 
which is outputted from the comparing device llg to be described 
below to a constant output level and outputs same. 

[0038] 

The calculating device lid calculates the respective 
inner products of the secret keys Ksi stored in the key database 
11a and the random number sequences Ri generated by the random 
number generating device lib to determine an inner product 
sequence MSli . 
[0039] 

If this is expressed using a mathematical expression, the 
following expression (2) is obtained. 

MSi = SKsij x rij (2) 
Note that j is caused to change from 1 to n. 
[0040] 
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The post-processing device lie performs post-processing 
based on the secret key Ksi on the inner product sequence MSli 
obtained by the calculating device lid and thereby determines 
the first authenticator Sli. If this is expressed using a 
mathematical expression, the following expression (3) is 
obtained. 

[0041] 

Si = TKi (MSi) (3) 

Here, TKi (MSi) is a function for extracting from MSi data 
serving as Si regarding a position determined by the key. In 
other words, the bit length of Si is set as Ns, and the bit length 
of MSi is set as Nm. At this time, Nm is greater than Ns, and 
the extraction position of Si varies in accordance with the 
value of Ki. 

[0042] 

For example, Fig. 5 shows an embodiment of an 
authenticator determining method. Fig. 5(a) shows an 



2 



embodiment of the inner product sequence MSi, and Fig. 5(b) 
shows a table 80 of corresponding keys Ki and authenticators 
Si. Here, for ease, the inner product sequence MSi has been 
set at 16 bits and the authenticators Si at 8 bits. In Fig. 
5(a), an inner product sequence 70 is set at 16 bits and a key 
71 is the leading 4 bits. 
[0043] 

In the table 80 shown in Fig. 5 (b) , when the key is "0000", 
the eight bits "10111110" from the first (most significant) bit 
are the authenticator Si. When the key is "0001", the eight 
bits "01111100" from the second bit are the authenticator Si. 

[0044] 

Note that in contrast to the determining method for the 
authenticator Si described above, selections may be made 
successively from the least significant bit of the inner product 
sequence. The input device llf receives the second 
authenticator S2i received by the base communication portion 
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12. The comparing device llg compares the authenticator Sli 
outputted from the post-processing device lie to the 
authenticator S2i outputted from the input device llf and 
outputs a predetermined enabling signal YN . More specifically, 
a communication enabling signal is outputted if the 
authenticator Sli and the authenticator S2i outputted from the 
input device llf match, and if not, a communication denial 
signal is outputted. 
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FIG. 1 

PRINCIPLE DIAGRAM OF PRESENT INVENTION 
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FIG. 2 

BLOCK DIAGRAM OF FIRST EMBODIMENT OF PRESENT INVENTION 
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FIG. 3 

BLOCK DIAGRAM OF TERMINAL AUTHENTICATION PORTION OF FIRST 
EMBODIMENT 

llh CONTROL CIRCUIT 
11a KEY DATABASE 

lib RANDOM NUMBER GENERATING DEVICE 

lid CALCULATING DEVICE 

lie POST-PROCESSING DEVICE 

11 [g] COMPARING DEVICE 

11c OUTPUT DEVICE 

llf INPUT DEVICE 
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KEY INDICES, RANDOM NUMBERS 

AUTHENTICATOR 

FIG. 4 

VIEW SHOWING RELATIONSHIP BETWEEN KEY INDICES AND SECRET KEYS 
KEY INDEX IKi 
SECRET KEY Ksi 
FIG. 5 

VIEW SHOWING ONE EMBODIMENT OF AUTHENTICATOR DETERMINING METHOD 
KEY 

AUTHENTICATOR 
FIG. 6 

rBLOCK DIAGRAM OF AUTHENTICATOR GENERATING PORTION OF FIRST 
EMBODIMENT 

31h CONTROL CIRCUIT 
31a SECRET KEY TABLE 
31f INPUT DEVICE 
3 Id CALCULATING DEVICE 



/3 



31e POST- PROCESSING DEVICE 



31c OUTPUT DEVICE 
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